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@ CompTIA Security+ Certified Professional

® EC-Council Ethical Hacker(CEH)

€ I1SO/IEC 27001:2022 ISMS Lead Auditor Course/Auditor
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and contractual obligations. risk management. 10 | EF4BESiE 27 | £3EiE
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Manage all technology assets from purchase through disposition, Organizations ensure techno 13 | BRATERAT (EREAER)
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organization's network and tg 25 3
stored, processed or transmi 15 | ABIHRER 31 HEEE
Business Confinuity & Disaster Mglntaln a resilient capablll.ty to sustain bu5|n.ess-cr|t|c.al functlons Organizations establlsh.prope 16 | B HR RS 37 SSRLEE TR
4 Recover BCD while successfully responding to and recovering from incidents recover from adverse situati
y through well-documented and exercised processes. as well as provide the capabil 17 | ZE{4[o]fE 33 Ay
Govern the current and future capacities and performance of Organizations prevent avoid e oy
technology assets. capacity and performance limitations by proactively planning for
5 |Capacity & Performance Planning CAP growth and forecasting, as well as requiring both technology and
business leadership to maintain situational awareness of current and
future performance.

D= 1

AAA Security Technology




=y =i N S

5% BIZ BN

o FBIRNEERL 1 B R MUTEE ?

RHAGENEE/BE - FBAAENmik - EENERE

o fL 5 1EF HIFEAHAEZFREE
ZiREXRBHEAREZERPREMNZHEET

o A EPHERKIFTER
EBEWE 22N SEHE  BUAREE

— Hiifx

AAAS ty Techn



o XK EFEEABIEEEMN - Bf=EE MIS*1 - UIFEKED
® WIZWEERL [ BRI - B D E

O ARKEE - sh=&BIo2E&E
O ZOME R B B R R 53R
SRR - BRG]

]
|I|n|

< o = = =

O B{CEEZRHEER

O 2MmEEREN A E(HEEHER)
O

O

7

REZRER - ZmEBEUAE
SR EAITIERE (P& E

n= ax AbE

B=ERHE -
AAA Security Technology




e 2t Z E]

s | :-E’f: i
' [

|ER&I ERP %‘ “,
B~ 25 24 (CRM - HRM - PML_.)

l‘ ﬁn‘%ﬁ%éﬁ

‘%m P %08 4 4 (F)

B %474 %4(G)

@ ............... ) Sewer Fal-rn ]3\] %[S zﬁ] HE{ ?g @_

W Ghe) m |

2
A B Kig
B. NMFEARIKXHE L 4
i WRAEC) C. %I
D
® mwmso) E
F
G

()ﬁ%ﬁﬁ@

. AR RRAE R
. AR R
. B P REne

. BIBEGARMB

DM BR A% £ 44 &

AERBRE -

% %53 B RIR
F H 59 2537 4 IR A
APPZ 243 B AR A%
A |

BREEEEEAN

T—— =i} i

@%Pwﬂﬁi

Working Group #2 &

AAA Security Technology



BE—MNE— RE—TF

RRIE T 0 BPIREASRIEIIE? — R

B AIE) T 0 BFIAEANBSIRIEIE? — FRAEE] -
BIRAEER » BPIAEE R IENE? — B ~ -
BRI > BFIAEEREE T ~EHRE BB
R ATEIE T » B SRS — DS -
SEHIT > BFARE ARG — HEME -

RANZEERR - FFIFETC AR ~ BEARRIE?

HMASERE - MEZEeE Il

|__|...

D=HRHY

AAA Security Technolo gy



HIER - BERR A IS

o =[5 SR E AR ST (NIST)
o ML EHMEZR v2.0 (Cybersecurity Framework v2.0, CSF v2.0)

IhEE SAIE(GOVEM)
: . o %% ® =
<R Dy KER] o Hﬁwfg-aﬁﬁmg o =T
o Wy 8 o ffh - I HMER o EEZLGUENEREE
&  GOVERy %
- o R =P e 5 BIE
NIST | S (IDENTIFY)  (PROTECT) (DETECT) (RESPOND) (RECOVER)
b Cybersecurity 8
) it & o LEEE e BHEE. e pEEM e WEE e SEFE
) o o EmiTE BREREIE o FREMANT o =i 2 HIT
% & o = ) o TiEEML e HHUHEEE
K| ® URIEHEI%R /ﬁiiﬁﬁ
v *‘ o i o HiHLE
DETECT o e
2RI
Y iy o X 36

AAA Security Technology




1_777:] E 1{ %% HHBAET) GET B~ - | > AT

REEE EE s AR FHEH AR RER
BREE ERERES A
/,_N— = _ifl :;ﬁz
® JLLEET)TLI Bﬁ D% DR/(% / H&Tjj N —
— @/Y hes )%iﬂi Eﬁ 1% SH%BE
o T i R ac e AR FSS R
L IE
Ny ﬁ/_jfuu EU
JN-E2
_E FD EU IR
i~ — 4 - i
o %EE__% SEFIERE 7 Panorays QA L(zgcwll(plt
_%E_g,%/;éfﬁiﬁ TS "ﬂ Securlty (‘ )’ é.’izﬂf
—>)IﬁL %T%%:Iﬁ Scorecard HorusEyes

o (BRI &S5 LR 4
o SNBBEBIGEIE
=HiitHY s

AAA Security Technology



ABETE

GEZ=0

IV =R ey

faEfask sl

ot My A
Jéi?ﬁféé%iiifgi rTEIiﬁé?

BRI B {7y

CEO » BE%4 & -

EEBELER A -
CORRCE - BRI

5 ILBUK ~ AREZER
ZERZTHE »
R EARE RS - .

Ve

=5 = Y A
EZETTE -

HEMIEE

e EHIE ~ BEURAR

B ORELFS %

EEILHIE ~ B THIRR
1% E JE P ~ ...

R BT e i

B - #FTE O

R R L EOK R A P E 22
JZ LT RA

i

HEBFIISR ~ MAIERTEE - ..

il

gy | SCEERIL >

(B = /FrL B B AL

EHEE/BEERHER
EORHAR /MR SRS

LRSI ~ I -
TEHAEE - .

BifZEEAL

KTy | oL LA~ ITAS

MEEE LR  PEEREIR
fEtligysh ~ ZEEM

G EHE ~ IRSHEE
geRiE ~ HEekZE - .

—WEAE |FrERL

IEHEEFITE R ~ BSFHA#E ~ 28
PR RN iE

SERGHIGR ~ AR BEELS ~
PRI .

= BRI 56
AAA Security Technology



Hll EE L éﬁ%ﬁﬁu&wzlﬁ(m)

o BRMEEE K (I RARN ~ BEAEE D)
—Eaﬁiﬁﬁ%ﬂ§%ﬁﬁﬁ%£)mﬁﬁzE%T&
-FTEETRHEAAREMNARGE > EBEE N FRS -
(1) B IR ABIRSEENSRR T MA
(2) BIER RS R B LB AN ABINE R4

o EHNHITE
- EREW BEIE T RIER L 2

(FRERBESS U MEX .

(1)Z/D 8E=7T

(2)8 ﬁ/J\*HX%! %Z BITRTTSR » B OB =R R
(3)7 180K EFHT— 7?? BRI — W= NEAEE

D =HiiH% s

ecuri



hiEE X EIRREEEEIR(2/2)

BREME > BIRA T AIE R R AR
SHUERINE ~ B ~ IFEANRS)EER

(1)ZIRABRERN 30 DERBIRE /A
Q) EBZ/MERTMEIEAE - BESHF T HEERE

||||ﬂ|

.

%Xﬂ

0 CISO 7R 4 /N 4B & IR 2l 25 I At He A 2

(3) B HFARE 28R L > FBE
o [T N IMEFEK
g (EABRMREZE) B 12 IR Z2FRE 0 HEA B BEEY M (REFE A
o SR AEENE
~BTRiRBTI/FRRE > BETU M EMZ2 R
~ETHAEFATAIRE LIER » WA BiEMR - ?&:ﬂﬂf_”:i 10




$1§U$EXKAI

[AIFEFE
Eﬁﬁmafi B EIE BEACLE
o HEREIRE ~ R\ B I BFH
SR =E s HERE
-ﬁﬁ&&%%%%M%@_gﬂﬁN%%%%@@

FHER RIS RS RENEIE

L
« -
EREERTAI RERK/IR EUBENTS
MIEEBE iE ST Ed P9 i= il
- PEOTHERHE - REABIMEERE - REAEERTEE ZEe o MAEN o =1 - SEIE o
- BEESEMEER =it < RER (R
SAEHZENEE - IEEERRAREE - SREERTENRE

B

- D =Hii% 4

ecuri


https://www.ey.gov.tw/Page/9277F759E41CCD91/e63572a7-fb79-4c02-9ea3-b731e7c06a56

B REERMERE1/2)

o K352 ~ HEFIRIEIE
—Ba0 > FREHEIRE] TENNARRIEEIE] » ERRHREIHEHE N EREX
o F T ER EIEPRED
— Il > #BELE R - (B T RERRET A SIIIMREERIEE M2
o BISRHBRIMIZ P —3K
—al » ZEIEERBESER 0 B WWB =S HERT B 2 8E T(EH
o A NEEEHA TR » ETNERBRANBIE
—fan > A ?ﬂ%@%%:@bﬁz(ﬁ% VIR S BT N B SR EERAE
o BURmIER AN
—%Ejzﬁ%:é/%— » PDCATBIR

D =Hi% 2

ecuri




HREBEXUAEE2)
o i/ TRACEEME A SIS B

XAZ T N YA N = Rl ==1]
o /EETj] ﬁ@ §;|\ | §\v == QZEI
N < \ AN —1— - PR
Standard Section
i —— ' ' Ao Management direction for information security
IR gramm IR CIEER OGNSR OIEEE 46.1 |Internal Organisation
e AD2 Maobile devices and teleworking

S — [cee ] AT Frior to emplovment
A2 During emplovment
AT3 Termination and chal

f A8 1 RESDOnlbl].ltY for ass L LT R WS W W (B R) 5027001

ABZ Information classifig

w A8.3 Media handling
A9 Business requiremen wa mas

100.0% 10%
_ﬂ [0 ] (oo | [0 ] [0 ] AQZ User access manage
A9.3 User responsibilities
[ee ] AS4 Swstem and avolicati oin e oir e o e
(oo ] . .
[Cee | (oo ] (oo ] IR O - e o

{EFEIE EtRESTHRYES
»— iR 4

AAA Security Technology




BB — [7?

THEARFEZBIFAR LREER - FHER{CHEMZZEEEKE -
URERERERNBRE  REZEASEBOIREGTRESES - 3’3&973
Eﬁgﬁxﬁﬁﬁm_ﬂtﬁzﬁﬁﬁi BREZENG  ERHIERNITIRREE
RRE - BEUN—IBEAREER/EZE ?

cm

I

+H

(DEXRBEARIT—EEELR LIZELR
QBKRKBFENIT O FEETRX LIZER
‘ FHITME S EER T I8 E 4

RBPTERIRES




Al e

mcs mEl

viRE—EnEBSFTAMES
BRI LAER{A S B FIa

ViSBE—ERIE—ZEFEA
B118) ~ Bel=E > 4 BWm (PDCA)
VEMMZE 2B —ZF9EF

MEFTB R AR T

L1
-

O =BR%



ngj H? T

-

1

=it

yyyyyyyyyyyyy



